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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

IIK-2 CrnocobeH aaMUHUCTPUPOBATH MPOrpPaMMHO-aIapaTHbIe CPEACTBAa 3alluThl WHOOpPMAIMK B
KOMITBIOTEPHBIX CETSIX

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN
- DKCIUTyaTalMOHHBIN

1.3 JlucumrinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroHIMXCsl K Mpo(ecCHOHaIbHOM AEATEIbHOCTH B
cdepe: 06 Csa3b, HHPOPMAIIMOHHBIC I KOMMYHUKAITMOHHBIE TEXHOJOTHH (B c(epe TEXHUKU U TEXHOJIOTHH,
OXBAaTBIBAIOIIEH COBOKYNHOCTb MpPOOJEM, CBS3aHHBIX C OOECleUeHHEeM 3alIUIICHHOCTH OOBEKTOB
MH(OPMAaTH3AIMU B YCIOBUAX CYIIECTBOBAHHS YTPO3 B MH(POPMALMOHHOM cepe)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIC Kon n HaumMeHoBaHue

(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

xommnereniuu ®I'OC BO,
HEOOXOOUMOH IS

MHankaTtopbl JOCTHKEHUS] KOMIIETEHIIAM

npodeccroHabHbIe (opMHUpPOBaHHS TPYIOBOTO
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBHUS
[IK-2 Cnocoben AJIMUHUCTPUPYET TPOTPAMMHO-AINIAPATHBIE CPEACTBA
aJIMUHUCTPHUPOBATH 3amuThl UHGOpPMaUUHU sl obecrieueHus Oe30MacHOCTH

MPOrpaMMHO-aNIapaTHbIe  |KOMIIBIOTEPHBIX CETEH HA MHOCTAHHOM SI3BIKE
Cpe/CTBA 3aLIUTHI
nHpOpPMAINH B

KOMITBIOTCPHBIX CCTAX

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

I1K-2 CnocobeH aIMHHHUCTPUPOBATH MPOTPAMMHO-ANIAPATHBIE CPEICTBA 3aIIUTHI
MH(POPMALIUU B KOMITBIOTEPHBIX CETIX

Ne HaumeHnoBanue ®dopma
/1 JIACIIUTUINH, o0ydeHus
OIIPECACIIAONINX Ouynas
MCXKIUCHUITIIMHAPHBIC (CCMCCTP)
CBs3U 3 4 5 8
1 |International +
information security
2 | Ananm3 +
3alUIIEHHOCTH
KOMITBIOTEPHBIX CETEH
3 |be3omacHocTh +

KOMITBIOTEPHBIX CETei

4 |Kommerorepnslie cetn | + | +

5 |MexnyHaponHas +
nH()OpMaIOHHAS
0e301macHOCTh

6 |CrarmapTsl B 007aCTH +
nH()OPMAITMOHHON
0e30macHOCTH

7 | OKcIUTyaTarmoHHAs +
MpaKTHKA




2. MecTo nucuuiuiaabl B cTpykrype OIl 0akanaBpuara:

HuctummHa «'"Networksecurity"» OTHOCHTCS K 4acTd, (opMUpyeMOil ydacTHMKaMu OOpa3oBaTEIbHBIX
oTHouieHu#, ydebHoro miaHa OIl mo nampasienuto moxroroBku 10.03.01 - HudopmarmonHas
0€301acHOCTb.

JucrunmHa «"Networksecurity"» u3ydaercs B 4 ceMecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCIUILINHEL:

Ounas

Bup yueOHOIT paboThI
Ay p (Bcero yacos)

OO0mas Tpyn0éMKOCTb 1M CHUILTHHBI 108
KonTaktHas pabora 64
Jlexnuu (Jlexiun) 32
Jlaboparopnsie (J1ab. pab.) 32
CamocrosrenbHas padota (CP) 44

3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKyIIETO
TEMBI paszena/TemMsl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
4 cemectp
1 [TorpeOHOCTE B 6 4 6 CobecenoBaHue;
KnoepOe30nacHOCTH TectupoBanue
2 Ataku, NOHATHS U 6 6 ] CobecenoBaHue;
TEXHHUKHU TecTtupoBaHue
3 3amura JaHHbBIX | CobecenoBaHue;
KOHUIEHITHAIBLHOC | 6 6 | 10 TecTtupoBaHue
TH
4 3amura 4 6 | 10 CobecenoBaHnue;
OpraHu3aluu TectupoBanue
5 Kubepbe3onacHocTh CobecenoBanue;
— Mup 3kcrieproBu | 6 [ 6 | 10 TectupoBanue
MPECTYITHUKOB
6 Ky6 4 4 i CobecenoBaHue;
KnoepOe30nacHOCTH TectupoBanue

Tema 1. Ilorped6HocTs B kndepoesonacuoctTu (IK-2)
Jlexknus.

Beenenue. Ilorpe6HOcTs B kHOepOe3omnacHocTH. Ilepconanbhbeie nanHble. Uto Takoe «IlepcoHanmbHbIE
naHHele». Yrto Takoe kubOepOezomacHOCTh. MpeHTudukanus monb3oBaTens OHJAHH U oddraiin.
Brruucnurensueie  ycrpoiictBa. KoproparuBhbele agannble. Uto Takoe «KoprmopaTuBHBIE TaHHBIEY.
[TocnencTBust HapymieHus: O€30MACHOCTU. 3JOYMBIIUICHHUMKH W 3KCIEPThl MO KHOepOe30macHOCTH.
[Tpodwmis kubepnpectynuuka. KOpuandeckue u sTuyeckue npoodiemsl kuobepoesonacHocT. Kubeppoiina.
[TonsTHe KMOEPBOIHEI.

JlaGopaTopHbie padoThbI.



1. KubepBoiiHa - u3y4ure Xof COOBITHI, KOTOpPBIE yXKe ObUIH U MPEAIOI0KUTE BEPOATHOCTh KHOSPBOWHEI B
Halle BpeMs

2. N3yunte AesaTenbHOCTh 3JI0yMBIIUICHHUKOB U SKCIEPTOB MO KNOEpOE30nacHOCTH

3. Kakue mporpamMMmsbl B cpeICTBa IOMOTAIOT PEAIM30BaTh CTPYKTYpy KnbepOe3omnacHoCcT?
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. Yto takoe «KoprnopaTuBHbIEC TaHHBIE)

2. [TocnencTBus HapylIeHUs 0€30MaCHOCTH

3. O0bsAcHUTE, KaK UCTONb3YyeTCss HHPPACTPYKTYpa OTKPBITHIX KIIIOUEH JJ1s1 oOecrieueHust
KOH(HIEHIIMATbHOCTH JAHHBIX U ayTeHTU(PUKAIIH.

4. Co3pmaiiTe X0 IEUCTBUS KHOSPIIPUCTYITHHKA, 00pa3 3710yMBIIIICHHUKA.

Tema 2. Ataku, nonsatus U Texuuku (I1K-2)
Jlekuus.
AHanmu3 kuOeparaku. YsA3BUMOCTH CHCTEMBI O€30MAaCHOCTH M IKCIUIOWTHI. THIBI YA3BUMOCTEH CHCTEMBI
6e3omacHocTH. Tumbl u cumnToMbl BpenoHocHoro [10. CriocoOs! mporrkHOBeHUA. OTKa3 B 00CTy)KMBaHUH.
JlanamadT kubepode3omacHocTr. CMmeraHHas aTaka. YMEHbIIEHNE TTOCISICTBH.

JlabopaTropHbie padoThbI.

1. Haifti kubepyTpo3bl AJis MEPCOHAIIBPHOTO KOMITBIOTEpa padOoTaIoero kKak padoyas CTaHIIMS B
opranu3anuu. M3yunTh, HANTH METONIbI peaanu3anuu

2. Ilposectn ananus cBoero [1K u pe3ynbsrar npeacTaBuTh B OTYETE C MOIAPOOHBIM OMMCAHUEM KaXKI0TO
nporecca
3. Ucnonp3ys monyueHHbIE HAaBBIKKA PAOOTHI ¢ IOMCKOBOW CHCTEMOM, OTIPEIETNTh HAanOOoJIee aKTyallbHbIE
MeTOAb! (PUIIMHT aTaK U MPEICTaBUTh UX B OTUETE.
3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. 3ananue. OnpeneneHue TepMUHA KYSI3BUMOCTbY.
2. 3apanue. Onpenenenue TunoB BpegoHocHoro I[10.
3. 3apganue. Onpenenenue Tuna DoS-araku.

Tema 3. 3amura 1aHHbIX U KOHPUAeHIHAAbHOCTH (ITK-2)
Jlexknus.

3ammra yCTpONUCTB M CETH. 3allMTa BBIYUCIUTEIBHBIX ycTpoHCTB. CoOnroneHue npaBuiia 0€30MacHOCTH
IIPYU HMCIIONB30BAHUU OECIPOBONHBIX ceTei. Mcronb30BaHNWEe YHMKAIBHBIX Mapojei A KaXIOoW y4eTHOM
3amucu B ceTd. Benenume gansbeix. lludpoBanue naHHBIX. Pe3epBHOE KONMUpOBaHHWE JAHHBIX.
OxoHUYaTenbHOE y/laJeHHe JaHHBIX. 3alluTa MEepPCOHANBHBIX JaHHBIX B ceTH. HanexHas ayTeHTU(UKAIHSL.
JHByxdaxtopnas ayrentudukanus. OAuth 2.0. KonduaeHnnanbHOCTb 3IEKTPOHHON MOUTHI U BeO-Opay3epa.

JlaboparopHbie padoThbI.

1. Co3nmanuie U COXpaHEHHUE HAJEKHBIX MapoJien

2. Pe3epBHOE KOIIMPOBAaHUE JAHHBIX BO BHEIIHEE XPAHWINLIE

3. JlabopatopHas pabota. Hackonbko pruCKOBaHHO TIOBEICHHE MOIb30BaTelst B MIaTepHETE?
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1. O6bsacHUTE, KAKUM 00pa30M MPOLECCHl U MPOLEAYPHI 3alIUILAIOT CUCTEMY.

2.0nu1muTe METObl, UCIIOIb3YEMBIE JIJIS IPEAOTBPAILEHUS PAaCIPOCTPAHEHHBIX CETEBBIX aTak. Onuimmure
3allUTY IIEPUMETPA CETH.

3. JlaiiTe onpeneneHue MOHATHIO 3alIUTa HHPOPMAIUH.

4. Yto moHUMAETC MO/I TEPMUHOM 0€301MacHOCTh HH(popManun?

5. Yo BKiIIOYaeT B ceOs 3amuTa uHpopmanun?

6. Kakue nienm npecnenyer 3ammura nHGopManuun?

7. Kakoe MecTo 3aHMMaeT 3anuTa HHGOopMaluuu B HH(HOPMALIMOHHOM Ge30macHoCTH?

Tema 4. 3amura opranuzanun (ITK-2)



Jlekumus.
MexceTeBble dKpaHbl. THIIBI MEXKCETEBBIX dKpaHOB. CKaHMPOBAaHUE TMOPTOB. YCTPOHCTBA OE30MACHOCTH.
O6napyxeHue arak B peanbHOM BpeMeHu. OOHapyKeHHE araKk B peajlbHOM BpemeHHu. Jlydmme
MPaKTUYECKUE METOIUKH 0 MHPOpManoHHON Oe3omacHoCcTH. [logxom kK krnbepOe30macHOCTH Ha OCHOBE
noBezieHusl. borHeT. YOuiicTBeHHas 1ienouka. YOUNCTBEHHAs Iienodka B KuOep3amnure. bezonacHocTs Ha
ocHoBe moBeaeHus. NetFlow u kubGeparaku. Ilogxom Cisco k kubepoeszonacHoctu. CSIRT. COopnHuk
ClleHapueB M0 o0ecrneueHuio Oe3omacHOCTU. MHCTpyMeHTHI Al MpeNoTBpAIleHUs U OOHapy>KEHUS
naimaeHToB. CucteMsl IDS u IPS.
JlaGopaTopHbie padoThbI.
1.Hacrpoiika MexceteBoro 3kpana "IIpon3BecT HaCTPONKY MEKCETEBOIO FKpaHa Ha OCHOBE 30H"
ens: B aT0i1 M1aboparopHoii paboTe BbI CO3IaIUTE CETh C HECKOJIBKUMHU MapIIpyTH3aTOPaMU, HACTPOUTE
MapupyTu3aropsl U XocThl 11K, a Takxke HacTponuTe MEXCETEBOM SKpaH HA OCHOBE 30H C TOMOIIBIO
unrepderica komanaHou crpoku Cisco IOS (CLI).
2.Hactpoiika 6a30Boii koHurypanun ASA "Ha ceTeBbIX yCTpOHCTBaxX JOIKHBI OBITh HACTPOEHBI Oa30BbIe
napameTpsl”
Leunb: Llens 310ii 1aboparopHO pabOTHI - HACTpouTh ASA Kak 6a30BbIi MexkceTeBOU 3kpaH. [Ipyrue
YCTPOMCTBA MOIyYaT MUHIUMAIIbHYIO KOH(DUTYPAIUIO JJIs TIOJICPIKKU YaCTH 3TOM T1abopaTopHOi paboThI,
nocaseHHoit ASA. B aToit nabopatopHoii pabote ucnonbs3yercs nHTepdenc KoMmanaHoH cTpoku ASA,
aHaJIOTUYHBIA UHTEpdeiicy koMaHaHOM cTpoku 1OS, 1715 HACTPOIKU OCHOBHBIX TAPAMETPOB YCTPOUCTBA U
0€30IacHOCTH.
3. Hacrpoiika VPN "Ha ceTeBbIX ycTpoHCTBax JOMKHBI ObITH HaCTpoeHbl VPN
Iens: B aT0it 1aboparopHoii paboTe BbI CO3IaIUTE U HACTPOUTE CETh C HECKOIBKUMH MapIIPyTH3aTOPAMH,
Bocmnonb3yerech Cisco I0S mnst mHactpoiiku [Psec VPN tuma "cetb-cets", a 3aTtem npotectupyere VPN.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. 3ananue. OnpeneneHue OTBETa IPOrpaMMbl CKAHUPOBAHUS IIOPTOB.
2. 3aganue. OnpeneneHre yCcTporucTBa 6€30MacHOCTH.
3. 3amanue. OnpenencHue MOpsIKa STAOB yOUNHCTBEHHOM 1IEMTOYKH.

Tema 5. Knbep0e3onacHocTb — MHP 3KcnepToB M npectynunkos (ITK-2)

Jlexknus.
Kubepbe3onacHOCT — MHp 3KCIEpTOB W mpecTynHHKoB. OO030p ypoBHeW oOecrnedeHus
kubepOezonacHocTu. [Ipumepsr ypoBHel obecriedenust kudepoOe3omacHOCTH. Poct kubepmomenoB. Kro
Takue KuOepnpecTymHUKU? MOTHUBBI KHOEPNPECTYNHHUKOB. 3ayeM CTAHOBHUTHCS CHEIMAJIMCTOM II0
kubepoOe3onacHoctu? IlporuBozeiicTBue KuOepnpecTynmHUKaM. THMOBbIE Yrpo3bl Ui KOHEYHBIX
IOJIb30Bareliel. THUIIBI IEPCOHANIBHBIX JAHHBIX. YTPpo3bl IHTEpHET-cepBUCaM. YTPO3bl KIIFOUEBBIM OTPACIISIM
MPOMBIIIJICHHOCTH. YTpo3bl 00pa3y JKuW3HU Iofed. BHyTpeHHHE W BHEUIHHE YTPO3bl. YA3BUMOCTH
MOOMIBHBIX ycTpoicTB. IlosiBnenue Murepnera Bemieil. BrnusHue Oonbpiimx aaHHBIX. Vcmonmb3oBaHue
nepenoBoro opyxusi. bonmee mumpokmii oxBaT M KackamHblid dddekr. IIpeanochuiku 6e30MacHOCTH.
[ToBbIIeHHOE paciio3HaBaHue yrpo3 [ kubepbezonacHocTH. Pemenne mpobaemMbl HEXBATKU CHEUATUCTOB IT
kubepbOe3onacHocTH. HarmonaneHast KOHLENIMS MPO(heCcCHOHATBHOM MOATOTOBKH COTPYIHHUKOB B cdepe
kubepoe3onacHoct  (The National Cybersecurity Workforce Framework). IIpodeccuonanbubie
opranuzanuu. CTyIeHYeCKHe OpraHu3aldl ¥ KOHKYypchl 1O KkuOepOe3omacHocTtu. OTpacieBbie
ceprudpukanuu. Ceprudukanuu, CHOHCHpyEeMble KOMOaHMAMU. Kak  cTarh  AIKCIEPTOM IO
K1OepOe30nmacHOCTH.

JlaGopaTopHbie padoThbI.
1. Packet Tracer — co3naHue KOMIIBIOTEPHOTO MHUPA.
2. Packet Tracer — OO1meHnue B kubepmupe
3. 3y4nTh CyIIECTBYIOIIUE aITOPUTMBI BBIYMCICHUS JAWPKECTOB COOOLICHUN M HAallCATh MPOTpaMMy,
peanu3yIolyo X31upoBaHue npu nomowmu MDS.
4. OnumuTe 1 U3y4uTe X3IIHUPOBaHUE ITpH nnomouu anropurMa MDS, SHA-512, SHA-256

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1.ITouck pabGotsl B chepe knbepObe30nacHOCTH.



2. UnenTudukanus yrpos.
3. 3agaum npodeccruonanoB B chepe KnoepOe30MmacHOCTH.

Tema 6. Kyo kuoepoe3onacunoctu (I1K-2)
Jlekumus.
[Tpuntuner nHGOpManoHHON O6e3omacHoCTH. CocTosiHUS TaHHBIX. Mephl [ kubepoe3onacHocTH. [Ipunimm
KOH(QUIECHIMATbHOCTU. 3allluTa KOH(PUACHLUUAJIbHBIX JaHHbIX. KoHTpomb pgocTyma. 3akoHbl U
OTBETCTBEHHOCTh. [IpUHIIMN LIETOCTHOCTH MAaHHBIX. TpeOoBaHUS K IEJOCTHOCTH HaHHBIX. [IpoBepku
nenoctHocTH. [Ipunnun mocrynHocTH. Ilare aeBsTtok. ObOecneuenne NOCTymHOCTH. BapuaHThl XpaHeHUs
JaHHBIX. 3afaddl 3alUThl XPaHAUIMXCS JaHHBIX. MeToAbl Mepenadyd JaHHBIX. 3ajJayd  3alluThl
nepeIaBacMbIX JaHHBIX. Buasl 00paObOTKM MaHHBIX. 3aJadyd 3alUThl  00pabaThIBAEMBIM JAHHBIX.
TexHOJIOrMYeCKue NPOrpaMMHBIE MeEphl 3aIlMTHl. TEXHOJIOTMYECKHE arlapaTHble Mepbl 3allUTHI.
TexHOoJOrM4ecKue CeTeBble Mepbl 3allUThl. TE€XHOJOTMYECKHE CpEeICTBa 3allUThl Ha 0asze obiaka.
OOpaszoBarenbHble W ydeOHbIE MepompusaTHs 10 KkuOepOezonacHocTd. DopMHUpOBaHUE KYJIBTYPHI
kubepoezonacHoctu.  [lomutuku.  Cranmaptel.  Pexomenparmuu.  Ilpomemypel.  OG630p  Momenwu
KknubepOe3onacHOCTH. YpoBHH obOecnedeHuss kubepoOe3omacHocTH. KoHTpompHbie 1emu.  Cpenctsa
ympaBieHus. Monens [ kubepoe3zonacHoctu  ISO wu  Ttpmama «KIJI». MWcmons3oBanue wmomen
[Ixkn6epoe3onacuoctu [SO u cocrostHus manHbIX. Moaens [ |kubepoe3omacHoct [ISO 1 MephI 3aIUTHI.
JlaGopaTopHbie padoThbI.

1 VYcranoBka BupTyanbHo# mMamuHel Ha [1K.

2 AyTeHTU(UKAIUS, aBTOPHU3ALHS U yUeT.

3 Packet Tracer — u3yuenue muppoBanus (GpaiaoB U TaHHBIX.

4 Packet Tracer — mpoBepKa IETOCTHOCTH (PailyIoB U JaHHBIX.

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

4 cemectp
* mocemaeMocts — 10 0auIoB
*  TeKylMi KoHTpoisb — 70 OaoB
*  KOHTPOJIbHBIE Cpe3bl — 2 cpe3a no 10 6amioB KakapIid
* npemuanbHble 6amiel — 20 6amIoB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpos | Oamios

/ cpe3sl




[MorpeGHOCTE B
Kkubepbe3onacH
oCTH

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

6 OaJIoB — CTYIEHT YMEET COINOCTAaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

3 Oamna - CTyIeHT yMeeT IIPUMEHSTh MOMyYSHHYIO IPU MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxaaeMyto npodiemy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

Tectupos
aHue

OneHka TecTa 1o TeKyIeMy pasfesy Uil TeMe AUCHUIUIHHBL

8 OamnoB — cTydaeHT mpaBwibHO oTBedaeT Ha 80-100% Bompocos B
TECTe.

4 Gaa - CTyIeHT npaBUIIbHO 0TBedaeT Ha 50-80% BompocoB B TecTe.
3 Oamma — CTygeHT HpaBWIbHO oTBedaeT Ha 25-50% BompocoB B
TECTe.

2 GaJta - CTYICHT IpaBUIIbHO OTBedYaeT Ha 1-25% BOMpocoB B TecTe.




Araku, IOHATHSA
1 TCXHUKHU

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

6 Oaiyia — CTYOCHT YyMEET COMOCTaBUTh MOMYUYCHHYIO MPH MOATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPAaBHUBATH PAa3HbIC TOUKU
3peHHs Ha aHATM3UPYEMYI0 TpoOiieMy, YMETh YETKO (HOpMYITUpPOBATH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

3 Oamna - CTyIEHT yMeeT IPUMEHSITh MOMYyYSHHYIO IPU MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

2 Ganna — CTyIEHT BIIQAEET TCOPETHUECKUM MAaTepuaoM IO TeMme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHAETCS IIpU OTBETE Ha
BONPOCHI, HE yMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpoonemy

Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTBeYaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OaJlylaMH HE OLICHUBACTCH.

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

Onenka TecTa 1o TEeKyIeMy pasaesy Uil TeMe AUCHUIUIHHBL

10 6annoB — cTyaeHT npaBuibHO oTBeuaeT Ha 80-100% BompocoB B
TecTe.

7 OalIoB - CTYIEHT MpaBWILHO oTBedyaeT Ha 50-80% BompocoB B
TecTe.

5 0amioB — CTYIEHT MpaBWILHO OTBe4aeT Ha 25-50% BOIPOCOB B
TecTe.

2 GaJta - CTYICHT IpaBUIIbHO OTBedYaeT Ha 1-25% BOMpocoB B TecTe.
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3ammra JaHHbIX
u
KOoH(UACHINATB
HOCTH

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

6 OaJIoB — CTYIEHT YMEET COINOCTAaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

3 Oamna - CTyIeHT yMeeT IIPUMEHSTh MOMyYSHHYIO IPU MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxaaeMyto npodiemy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

Tectupos
aHue

OneHka TecTa 1o TeKyIeMy pasfesy Uil TeMe AUCHUIUIHHBL

6 OaynoB — cTyneHT npaBwibHO oTBedaeT Ha 80-100% BompocoB B
TecTe.

5 0aIoB - CTyIEHT MpaBWILHO oTBedaeT Ha 50-80% BompocoB B
TecTe.

4 Gamna — CTyOEHT IpaBWIbHO oTBedaeT Ha 25-50% BompocoB B
TecTe.

2 GaJta - CTYICHT IpaBMIIbHO OTBedaeT Ha 1-25% BOmpocoB B TecTe.
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3ammra
OpraHU3alNN

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

6 OaJIoB — CTYIEHT YMEET COINOCTAaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

3 Oamna - CTyIeHT yMeeT IIPUMEHSTh MOMyYSHHYIO IPU MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxaaeMyto npodiemy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

Tectupos
aHue

10

OneHka TecTa 1o TeKyIeMy pasfesy Uil TeMe AUCHUIUIHHBL

10 6anmoB — cTyaeHT npaBuibHO oTBeuaeT Ha 80-100% BompocoB B
TecTe.

7 OalIoB - CTYyIEHT MpaBWILHO oTBedyaeT Ha 50-80% BompocoB B
TecTe.

5 0amioB — CTYIEHT MpaBWILHO OTBe4aeT Ha 25-50% BOIPOCOB B
TecTe.

2 GaJta - CTYICHT IpaBMIIbHO OTBedaeT Ha 1-25% BOmpocoB B TecTe.
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KubepbezomacH
0CTb — MUD
IKCIICPTOB U

HPECTYITHUKOB

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

6 OaJIoB — CTYIEHT YMEET COINOCTAaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

3 Oamna - CTyIeHT yMeeT IIPUMEHSTh MOMyYSHHYIO IPU MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxaaeMyto npodiemy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

OneHka TecTa 1o TeKyIeMy pasfesy Uil TeMe AUCHUIUIHHBL

10 6anmoB — cTyaeHT npaBuibHO oTBeuaeT Ha 80-100% BompocoB B
TecTe.

7 OalIoB - CTYyIEHT MpaBWILHO oTBedyaeT Ha 50-80% BompocoB B
TecTe.

5 0amioB — CTYIEHT MpaBWILHO OTBe4aeT Ha 25-50% BOIPOCOB B
TecTe.

2 GaJta - CTYICHT IpaBMIIbHO OTBedaeT Ha 1-25% BOmpocoB B TecTe.
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Ky6
Kkubepbe3onacH
oCTH

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

6 OaJIoB — CTYIEHT YMEET COINOCTAaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

3 Oamna - CTyIeHT yMeeT IIPUMEHSTh MOMyYSHHYIO IPU MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

2 Ganna — CTyAEHT BIIQJEET TCOPETHUECKUM MAaTepuaoM IO Teme
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

Tectupos
aHue

10

OneHka TecTa 1o TeKyIeMy pasfesy Uil TeMe AUCHUIUIHHBL

10 6anmoB — cTyaeHT npaBuibHO oTBeuaeT Ha 80-100% BompocoB B
TecTe.

7 OalIoB - CTYyIEHT MpaBWILHO oTBedyaeT Ha 50-80% BompocoB B
TecTe.

5 0amioB — CTYIEHT MpaBWILHO OTBe4aeT Ha 25-50% BOIPOCOB B
TecTe.

2 GaJta - CTYICHT IpaBMIIbHO OTBedaeT Ha 1-25% BOmpocoB B TecTe.

ITocemaeMocThb

10

10 6aToB — CTYACHT OCETHII BCE
100% 3ansaTHIt

7-9 6aiIoB — CTYICHT ITOCETHIT HE
meHee 80% 3aHATHIA

4-6 6aITOB — CTYACHT TIOCETHII HE
menee 50% 3aHsaTHiA

1-3 Gayma — CTyACHT MOCETHIT HE
MeHee 25% 3aHaTHiA

Ecnu crynent nmocermn menee 25%
3aHSATHA, 0aJITbI HE HAYUCIISIOTCS
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8. [IpemuansHbie OaIITBI 20 JlommomHUTENbHBIC TPEMHUATTbHBIC OAJITBI MOT'YT OBITh HAYHCIICHBI:
- 32 TIPOEKT, BHINOJIHCHHBIH 10 3aka3ly paboromarens W
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;
- MOCTOSHHAs aKTWBHOCTh BO BpeMsl IMpakTHUECKHX 3aHsATHi — 10
0aIoB;
- TIOJTHOCTBIO TIOJITOTOBJICHHAS K IYOTUKAIIMK CTAThsl M0 TEMaTHKE B
pamMKax qUCIUILTUHBL — 10 6aos;
- y4acTue ¢ JIOKJIaZIOM BO BCEPOCCHHCKON ONMMIIMAJAE IO TEMAaTHKe
n3ydaeMoit qucturuiuHe — 20 0amios;
- yJacThe B BBICTaBKE 10 TEMAaTUKE U3ydyaeMOW TUCIHILTUHBI — 20
0aIoB;
- myOnuKarusi CTaThM 10 TEMAaTUKE W3ydyaeMOW JTUCIMILTUHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20

9. |WamuBmmyanpHBIC 3aaHMUS, 20 Pemenne xetica (10 6ammoB)

C TIOMOTITHIO0 KOTOPBIX [Ipoxoxxnerne TtectupoBarus (30 BOMPOCOB) MO BCEMY KypCy
MOXKHO HaOparhb muciatoIHE (10 6aToR)
JIOTIONTHUTENIbHBIE OaIIbI
10. Hroro 3a cemectp 100

Hrorosas omenka mo 3a4eTy BbicTaBisieTcs B 100-0amipHOM MIKale U B TPAIUIIMOHHON YeThIpeXx0aTbHOM
mkane. [lepeBog  100-GammpHOM
YEThIPEX0AUTBbHYIO OCYIICCTBIISETCS CIASAYIOMNUM 00pa3oM:

PEeUTHHIOBOW OICHKA IO JUCHUUIUIMHE B  TPAJAUIMOHHYIO

100-6ayuipHasA cucTeMa

TpanuimonHas cucteMa

50 - 100 6ayuioB

3auyTeHo

0 - 49 6aiut0B

He 3aureno

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

CobecenoBanue

Tema 1. Ilorpe6HOCTB B KHOEPOE30TTACHOCTH

1. Ha3oBuTe MOTHBALIMIO OEJIOT0 XaKepa.

2. Kakue 31eMeHTHI SBIISIOTCS KOMIIOHEHTaMK Tpoku CIA?

3. Yto Takoe kubepBoitHa?
4. KTo Takue XakTHUBUCTHI?

5. IlepeuncnuTe OCHOBHBIE 33J]a4H OEIBIX XaKEePOB.

TecrupoBanue

Tema 1. [TorpeOHOCTH B KHOEPOE30MACHOCTH

Bomnpoc 1:

Kro siBIsIeTCSI OCHOBHBIM OTBETCTBEHHBIM 3a OIpPCACIICHUC YPOBHA KJ'IaCCI/I(bI/IKaLII/II/I HH(bOpMaHI/IH?

BapuanTe! oTBeTa:

a) PykoBoauTens cpeHero 3BeHa
0) Briciiee pykoBOICTBO

B) Bragenerng

r) [Tons3oBaTens

Bompoc 2:

Kakast kareropus siBnsieTcst Hanbosiee pUCKOBaHHOM JJI1 KOMIIAHUU C TOYKU 3pEHUS] BEPOSITHOTO
MOIIIEHHUYECTBa U HapylIeHHs 0€30IacHOCTH?
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Bapuanrts! oTBeTa:
a) CoTpynHUKH
0) Xaxepsl
B) ATakylomue
r) KonTparenTs! (Juiia, paboTatomue 1o 10roBopy)
Bomnpoc 3:

Ecnu paznuyHbIM TpynnaM mojb30BaTeliell ¢ pa3InyHbIM YPOBHEM JOCTYIa TPeOyeTcsl JOCTYH K OHOW U
TOM ke MH(POPMAIINH, KAKO€ U3 YKa3aHHBIX HMXKE JEHCTBUI ClieNyeT NPeANPHHATH PyKOBOACTBRY?

Bapuanrts! oTBeTa:

a) CHU3UTH YPOBEHBb O€30MaCHOCTH 3TOM WH(MOPMAIINH JIJIs1 00€CTICUCHUS €€ JOCTYIMHOCTH U ya00CcTBa
WCTIOJIb30BaHHS

0) TpeGoBaTh MOANMCAHUS CTICIIHAIIBHOTO pa3peIIeHUs KaXK bl pa3, KOTAa YeJ0BeKy TpeOyeTcs TOCTYM K
3TOM MH(pOpPMAITUH

B) YIIy4IIHTh KOHTPOJIb 32 0€30MaCHOCTHIO 3TON MH(MOPMAITIHI

r) CHU3UTH YPOBEHb KJIaCCH(PUKALUHU 3TOU MHPOPMAITIH

Bomnpoc 4:

Uro caMoe I71aBHOE JTOJHKHO MPOAYMATh PYKOBOACTBO MPU KIacCU()UKAIIUK JaHHbIX ?
BapuanTe! oTBeTa:

a) TUmbl COTPYIHUKOB, KOHTPAr€HTOB M KJIINEHTOB, KOTOPhIE OYIyT UMETh AOCTYT K TaHHBIM
0) HeoOGxoaumbIil ypoBeHB JOCTYITHOCTH, IIETIOCTHOCTH U KOH(MUIEHIINATEHOCTH

B) OLIeHUTh YpOBEHb PUCKA U OTMEHUTH KOHTPMEPHI

r) YipaBiieHue 10CTYNOM, KOTOPOE J0JKHO 3allUIIaTh JaHHbIE

Bompoc 5:

KT0 B KOHEUHOM cueTe HECeT OTBETCTBEHHOCTh 33 FApaHTUH TOTO, YTO JaHHbIE KJIacCU(DULIMPOBAHBI U
3aIUIIEHEI?

BapuanTe! oTBeTa:

a) Bragenbbl 1aHHBIX

0) [Tonp3oBaTenu

B) AZIMMHHUCTPATOPbI

r) PykoBoncTBO

Bompoc 6:

UYrto Takoe npouenypa’?

Bapuanrts! oTBeTa:

a) [IpaBuia ncnonp30BaHUS MPOTPAMMHOTO U allapaTHOroO 0O0ecreyeHs] B KOMIIaHUH

0) [TomaroBast MHCTPYKITUS TIO BBITIOJTHEHHIO 331a9H

B) PykoBOJICTBO MO MEHCTBUSIM B CUTYaIIUSIX, CBI3aHHBIX C 0€30MaCHOCTHIO, HO HE ONMCAHHBIX B
CTaHJapTax

r) OOsi3aTenbHbIE TCHCTBUS
Bompoc 7:

Kakoii hakTop Hambonee BaKeH 711 TOTO, YTOOBI OBITh YBEPEHHBIM B YCIICIITHOM 00€CTICUCHUN
0€30MacCHOCTH B KOMIIaHUH?

BapuanTe! oTBeTa:

a) [logneprkka BbICIIErO PYKOBOJICTBA

0) Db deKxTUBHBIC 3aITUTHBIC MEPHI M METOBI UX BHEAPCHHS

B) AKTyanbHBIC U a/ICKBAaTHBIC MOJIUTUKH U TIPOIEAYPHI 0€30MaCHOCTH

r) [IpoBenenmne TpeHUHTOB 1O GE€30MACHOCTH ISl BCEX COTPYIHUKOB

Bompoc 8:

Korma nenecoobpasHo He IpeANPUHUMATh HUKAKUX ICUCTBUI B OTHOIIICHUH BBISIBJICHHBIX PUCKOB?
Bapuants! orBeTa:



a) Huxorpma. [l obecrieuenust xopoiueil 0e30macHOCTH HYKHO YUUTHIBATh U CHIDKATh BCE PUCKU

0) Korga pucku He MOTYT OBITH TPUHATHI BO BHUMAHHE TI0 TMTOJIMTHYECKUM COOOPaKCHHUSIM

B) Korma HeoOXonuMBbIe 3alIUTHRIE MEPBI CITMIITKOM CIIOKHBI

r) Korna ctouMocTh KOHTpMEp MpeBbIIIaeT [IEHHOCTh aKTUBA U MOTEHIIMAILHBIE TOTEPU

Bompoc 9:
Yr0 Takoe moauTuKy 0e3omacHocTu?
Bapuanrts! oTBeTa:

a) [TomaroBbie HHCTPYKIIMH 110 BBITIOJIHEHUIO 3a]1a4 O€301aCHOCTH

6) OOmme pyKoBosIIME TPEOOBAHUS MO JOCTHXKEHHUIO ONPEAETICHHOTO YPOBHS 0€30MacCHOCTH

B) lllupokue, BEICOKOypOBHEBBIE 3asIBICHUS PYKOBOACTBA

r) Jleranu3upoBaHHbIE JOKYMEHTHI IO 00pabOTKe HHIMIEHTOB 0€30acHOCTH

4.3 IIpomexxyTouHast aTTeCTaIMs 110 AUCIUIUIMHE POBOIUTCS B popMe 3adeTa

Tunosbie Bonpocsl 3auera (I1K-2)

. Uem CSRF ommmuaercsa ot XSS?

~N N L WD

. Uro Takoe DLP, kak oHo paboraer?

. Uro Takoe ACL? Kak ux ucnonb3oBarb?

. Uro Takoe VLAN u korjga ero uicnionb3oBath? Kak padoraet nepexmouenne VLAN?
. Uro Takoe DoS u DDoS? Kakas pazuuia?

. Uro Takoe SQL-unbekIus U 4eM oHa oTiinyaeTcs oT XXE?
. Uro takoe: IDS, IPS 1 EDR. Yem oxm oTimuarorcs?

Tunosble 3axanus s 3agera (IIK-2)
1. Hactpoiika SSH "CereBble ycTpoOHCTBa JOMKHBI OBITH HACTPOCHBI i noanepkku SSH."

2. Hacrpoiika aBTokoHpUTypanuu 6e30macHocTy. "Ha ceTeBbIX yCTpONUCTBaX JOKHBI OBITh HACTPOCHBI
aBTOMaTH4YeCKUe QyHKIMH Oe30macHOCTH"

3. Hactpoiika mexxcereBoro akpaHa "[IpousBecTy HACTpOMKY MEXCETEBOI0O 3KpaHa Ha OCHOBE 30H"

4. Hactpoiika mapametpoB 3amuThl STP "Ha ceTreBbIx ycTpoiicTBaX TOJKHBI OBITH HACTPOCHBI ITApaMETPHI

U1 3amuTer STP"

5. Hactpoiika 6a3o0Boit konduryparmu ASA "Ha ceTeBbIX yCTpOWCTBaX JOMKHBI ObITh HACTPOCHBI 0A30BBIC

napameTpsl"

6. Hactpoiika 6a3oBoit konduryparmu ASA "Ha ceTeBbIX yCTpOUCTBaX JOMKHBI ObITH HACTPOCHBI 0A30BbIC

napameTpsl"

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Orenka Kommerenmu

Jeckpuntops! (ypOBHN) — OCHOBHBIC IPU3HAKK OCBOCHUS (TIOKa3aTeIH
TIOCTYOKCHHSI pe3YJIbTaTa)

[K-2

«3a4TEHOY
(50 - 100 6amoB)

JIeMOHCTPUPYET BBICOKUH YPO-BEHb TEOPETHUYECKUX 3HAHUU B
obnactu obecnieyeHns 6€301ac-HOCTH KOMIIBIOTEPHBIX CETEH..
CrniocobeH aIMUHHCTPUPOBATH MPOrPaMMHO-ANIAPaTHBIE CPECTBa
3ammThl  uHGopMamMu Ay oOecrmedeHHss — OE30MACHOCTH
KOMIIBIOTEPHBIX CETEH.

YMeeT mpoBOAUTH PabOTHI CBS-3aHHBIE C Pa3pabOTKOM TpeOo-BaHMit
mo 3ammre W (HOPMHUPO-BaHUIO  TIONUTHKH  OE30MMaCHOCTH
KOMIIBIOTEPHBIX CETEH.
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[1K-2 He cnocoGen mpomeMOHCTpU-poBaTh 3HaHWS B oOmacTu
obec-redeHus1 0€30MacCHOCTH KOMIb-IOTEPHBIX CETEH.

He cmocobeH aaMUHHCTPUpPO-BaTh  MPOTPaMMHO-ANIIapaTHHIC
«HE 3a4TCHO» CpencTBa 3aummMThl MHpOpPMAIMU Ui obecredeHuss Oe30MacHOCTH
(0 - 49 6anm0B) KOMIIBIOTEPHBIX CETEH.

He ymeer mnpoBoauTh paboOThl CBSI3aHHBIE C  Pa3pabOTKOi
Tpe-OoBaHWi 1m0  3ammre ©W  (HOPMH-POBAHUIO  IOJUTUKU
0€301acHO-CTH KOMITbIOTEPHBIX CETEH.

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl IO OCBOCHHM IO IMCIUILIMHBI (MOXYJIA)
5.1 Meronuueckue yKa3aHus IO OPraHU3alUN CaMOCTOSITEIbHOI paboThl 00yUYaroMNXCs:

[TpucTtynas K M3y4eHUIO AUCIUTUINHBI, B IEPBYIO O4YEPEIh 00yUAIONIMMCST HEOOXOTUMO 03HAKOMHUTHCSI
coneprkanreM padoueii mporpammbl qucturuinabl (PTI), koTopas onpenensieT conepkanue, o0beM, a
TaKXKe MOPSAIOK N3yUSHHsI U TIPENOAaBaHus yIeOHOU JUCITUTUINHBI, €€ Pa3/ielia, YacTH.

Jlnist caMOCTOSTeNbHON pabOThl BaKHOE 3HaUEHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaImoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruaibHO-TeXHUIECKOe
obecriedeHre TUCIUILIMHEI, IPOrpaMMHOE obecrieueHue, mpodeccuoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIEC CIIPABOYHBIC CUCTEMBI.

B paznene «O6beM 1 cofepKaHne TUCIUILTUHBD) YKa3bIBAIOTCS BCE PA3JIENIbl U TEMbI H3y4aeMOn
JMCLUIUIMHBIL, @ TAK)KEe BUJIbI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B paznene «Y4eOHO-MeToIMUECcKOE U HH(POPMAITHOHHOE 00eCTIeUeHNE TUCIUILTMHBD) yKa3aHa
peKoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEPATypa.

B paznene «MarepuanbHO-TEXHUYECKOE 00eCTIeUeHNe TUCIMITINHBI, TPOrpaMMHOE oOecIieueHue,
npodeccroHabHbIe 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBD» COIEPIKUTCS MEepPEUCHb
npodeCCHOHAIBHBIX 0a3 JAHHBIX U HHPOPMALMOHHBIX CIIPABOYHBIX CUCTEM, HEOOXOIUMBIX JUISl OCBOCHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs o padbore ¢ TeOPETHUECKUMHU MaTepraliaMu 110 TUCIUILIIHHE

[Tpu n3yuennn u npopaboTKe TEOPETUUECKOTO MaTepraia HeoOX0IUMO:

- IPOCMOTPETH €lIe pa3 Ipe3eHTanuto ek B cucreme MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBAHHBIN Ha
JIEKLIMOHHOM 3aHATUU MaTEpHUaJl U TOMOJIHUTD €r0 C YI4ETOM PEKOMEH0BAHHOM JTOMOIHUTEIbHON
JIUTEPATYPBL;

- IIPY CAMOCTOSATEILHOM M3y4YE€HUU TEOPETUYECKOU TEMBI CIENIAaTh KOHCIIEKT, MCIIONIb3Ysl PEKOMEHIOBAHHbIE
B PITJI ucrounuku, npogeccuoHanbHble 0a3bl JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHbIE CUCTEMBI:

- OTBETUTD Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON paboThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepualibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOU JIUTepaTypoit

PaboTa ¢ 0OCHOBHOH M JOTIOTHUTEIBHOM TUTEPaTypO ABIAETCS TIIaBHOW (POPMOI CaMOCTOSTETbHON
paboThl ¥ HEOOXOMMA MTPU MOATOTOBKE K YCTHOMY ONPOCY Ha CEMMHAPCKHX 3aHATHAX, K JebaTam,
TECTHUPOBAHUIO, 3k3aMeHy. OHa BKIIIOYaeT MpopabOTKy JIEKLIMOHHOTO Marepraia U peKOMEHIOBAaHHBIX
HCTOYHHMKOB U JINTEPATYPHI [10 TEMATUKE JIEKIIUH.

KoHcnekT nexium JomKeH coepkarh peepaTuBHYIO 3alICh OCHOBHBIX BOIIPOCOB JICKIMH, B TOM YHCIIE C
ornopoi Ha pazMenieHHble B cuicteMe MOODLe npe3eHTanu, OCHOBHBIX UCTOYHUKOB M JIUTEPATYPHI 11O
TeMaM, BBIBOJIBI IO KaX10My BoIpocy. KOHCTIEKT MOKeT OBbITh BHIIOJIHEH B PAMKaX pacrlevyaTky BbIJauu
MIPE3CeHTAIUH JEKIMI WK B OTAETBHOM TeTpaau 1o npeamety. OH T0KeH ObITh aKKyPaTHBIM, XOPOILIO
YUTAEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe HH(POPMAIUIO HITH PUCYHKH.

KoHcrneKThl HayuHOM JTUTEpaTypbl IPU CAMOCTOSATENBHOM MOATOTOBKE K 3aHATHUAM JOJKHBI COZIEP)KaTh
OTBETHI Ha KaX/Iblif TOCTABJICHHBINH B TEME BOIPOC, UMETh CCHUIKY Ha MCTOUHUK MH(DOPMAIIH C
00s13aTeIbHBIM YKa3aHHEM aBTOPA, HA3BaHUS U O/1a U3AAHUS HCIIOIB3yEMOM HaydHOM JIUTEPATyPHI.
KoHcnieKT MOKET ObITh ONIOPHBIM (COAEPKATh JIHUIIb OCHOBHBIE KIIFOUEBBIE IIO3ULIMN), HO IIPU 3TOM
MO3BOJISIFOIIMM JIaTh MOJHBIN OTBET MO BOMIPOCY, MOXKET ObITH MOAPOOHBIM. OObEeM KOHCIIEKTa
OIIPENIETSAETCS CAMUM CTYIECHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:
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- JIeNaTh 3aMuCH 10 X0y YTCHHS B BHJIE TIPOCTOTO WIJIM Pa3BEPHYTOrO IIaHa (CO3/1aBaTh MepeUeHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);
- COCTaBJIATh T€3UCHI (IUTUPOBAHKUE HAMOOJIEE BAXKHBIX MECT CTaThH HIIM MOHOTpaduH, KOPOTKOE
M3JI0KEHHE OCHOBHBIX MBICJICH aBTOPA);
- TOTOBUTH aHHOTAIMH (KpaTKoe 0000IIeHne OCHOBHBIX BOIIPOCOB paboThI);
- cO371aBaTh KOHCIIEKTHI (pPa3BEpHYThIE TE3HUCHI).
5.4. PexoMeHgaMy 1O MOATOTOBKE K OT/AEIBHBIM 3a/IaHUSIM TEKYIIIET0 KOHTPOJIS
CobecenoBaHue MpearnoiaracT OpraHu3aliio 6ecepl MpenoaaBaresi co CTyAeHTaMH 110 BOIIpocam
MIPAKTHUYECKOTO 3aHATHSI C LeNbl0 Oosiee 00CTOATEIHHOTO BBISIBICHUS UX 3HAHUM 110 OMPEIEICHHOMY
paszzeny, Teme, npobieme U T.I. Bce uiieHsl rpyIbel MOTYT Y4acTBOBaTh B OOCYXACHUHU, 100aBIATh
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.
VYCTHBIIM OITPOC MOXKET MPUMEHSITHCS B Pa3TUIHBIX (hopMax: (GpOHTATBHBIN, WHIUBHUIYaTbHBIH,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OIICHKE:
- IPaBUJILHOCTH OTBETA IO COJIEPIKAHUIO;
- IOJIHOTA U TITyOWHA OTBETA;
- CO3HATENIbHOCTh OTBETA;
- IOTUKa U3JI0KECHUS MaTepuaa,
- PalMOHAJILHOCTD UCIIOJIb30BAaHHBIX IPUEMOB U CTIOCOOOB PEILIEHUS TOCTABIEHHON yueOHO! 3a/1auu;
- CBOEBPEMEHHOCTH U 3PPEKTUBHOCTH UCIIOIB30BAHUS HAITISIIHBIX MOCOOUI U TEXHUUECKUX CPEICTB MPH
OTBETE;
- HCIIOJIb30BaHMUE JIOMOTHUTEIILHOTO MaTeprarna;
- palMOHAJIbLHOCTD UCIIOIB30BAaHUSI BPEMEHHU, OTBEJICHHOTO Ha 3a/1aHue.
YCTHBINM OIIPOC MOXKET CONPOBOXKAATHCS MPE3ECHTALNUEH, KOTOPAst IOATOTaBIMBACTCS 110 OAHOMY U3
BOIIPOCOB MPAKTHUECKOTO 3aHATHA. [Ipu BRICTYIUIEHNH ¢ TIpe3eHTalue Heooxonumo oOpamars BHUMaHUe
Ha TaKMe MOMEHTHI KaK:
- collepyKaHue IPE3EHTAINH: aKTyaJIbHOCTh TEMBI, IIOJIHOTA €€ PACKPBITHS, CMBICIIOBOE CO/IEp)KaHUE,
COOTBETCTBHE 3asIBJICHHON TEMbI COIEPKAHUIO, COOTBETCTBUE METOANYECKUM TPEOOBAHUAM (1I€TTH. CChUIKH
Ha pecypchbl. COOTBETCTBUE COECPKAHUS U TUTEPATypPbl), MPaAKTHUECKasi HAIIPABICHHOCTh, COOTBETCTBHE
cofiepaHus 3asBJICHHON (opMe, aIeKBATHOCTh UCIIOJIb30BaHUSI TEXHUUECKUX CPEICTB yUeOHBIM 3a1auam,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTD MPE3EHTYEMOT0 MaTepuara;
- ohopmiteHHE Mpe3eHTaIU: 00beM (ONTUMATBHOE KOJIMYECTBO), AU3alH (YMTAEMOCTh, HATMYNE U
COOTBETCTBHE rpaQ KU U aHUMallMH, 3ByKOBO€ 0(hOpMIIEHHE, CTPYKTYpUPOBaHUE HHPOPMALIUH,
COOTBETCTBHE 3asIBJICHHBIM TPEOOBAaHUSAM), OPUTUHAIBHOCTH O(OPMIICHHUS, ICTETHUKA, UCTIOJIb30BaHHE
BO3MOKHOCTH NPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIapTaM o(pOpMIICHUS;
- TUYHOCTHBIEC Ka4eCTBA: OPATOPCKHE CIOCOOHOCTHU. COOIIIOCHHUE PETNIaMEHTa, SMOIIMOHATILHOCTD, YMEHHE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, TNTyOOKHE U MOIHbIE 3HAHUS 110 BCEM pa3JiesaM MporpaMMmbl:
- coJlep’KaHue BBICTYIUICHHUS: JJOTUYHOCTh U3JI0KEHUS MaTepuaa, paCKpbITHE TEMbI, TOCTYITHOCTb
uznoxenus, 3¢pdexruBHocTh NpuMeHeHus cpeactB KT, cnocoOb! v ycnoBus 0CTHKEHHS
PEe3yIbTaTUBHOCTH U 3G (HEKTHBHOCTH JJIS BHITTOJIHEHHS 3a71a4 CBOEH podeccHoHaNbHOW W y4eOHOM
NesITeIbHOCTH, T0Ka3aTeIbHOCTh MPUHUMAEMbIX PEIICHUH, YMEHHE apTyMEHTUPOBATh CBOU 3aKIJIIOYCHHUS,
BBIBO/IB.

6. YueOHO-MeTOAUYecKOe U MHPOPMALIMOHHOE 00ecnieYeHrue TUCIUIINHBI

6.1 OcHoBHas nuTeparypa:
1. Kosran H. M. Kommnerotepusie cetu : ydebHoe mocodme. - Munck: PUIIO, 2014. - 180 c. - Tekcr :

anekTpouubii  // OBC  «YHuBepcurerckas ~— OuOnMOTEeKa  OHJIAMHY [caiir]. - URL:
http://biblioclub.ru/index.php?page=book&id=463304
2. Jlanonuna O. P. Kpunrorpaduueckue ocHOBBI Oe3omacHOCTH. - MockBa: HarmonanbHblii OTKPBITHIN

VYuausepcurer « MHTYUT», 2016. - 244 c. - Tekct : snexTponHsbIi // OBC «YHuBepcuteTckas 6ubnuoreka
onnaitn» [caiit]. - URL: http://biblioclub.ru/index.php?page=book&id=429092
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6.2 JlononHUTENbHAS TUTEpaTypa:

1. ®omun JI. B. KommbiorepHbie cetn : ydeOHO-MeToAMYecKkoe mocobue. - Mocksa|bepnun:
Hupexr-Menua, 2015. - 66 c. - Tekcr : anexrponnbii // OBC «YHUBEepcUTETCKass OMOIMOTEKA OHJIAWH»
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuid, B. I'., Jluxtuunnep, b. ., Kupeesa, H. B., bBypanosa, M. A. KommbrorepHeie ceTu :
y4eOHHK. - Bech cpok oxpanbsl aBTOpckoro mpaBa; Kommberorepubie cetn. - Camapa: IloBomxckuid

TOCYJIaPCTBEHHBI YHUBEPCUTET TeJIIEKOMMYyHUKanuii u wuHpopmaruku, 2016. - 267 c. - Tekcr
anekTpoHHbii // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KommnstotrepHsie cetu : yueOHoe nocoowue. - 2025-03-10; KommbrorepHbie cetu. - MUHCK:
PecnyOnukaHckuii MHCTUTYT npodeccroHanbsHoro obpaszoBanus (PUIIO), 2019. - 179 c. - Tekct
anektponnblii // IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VlHbIe UICTOYHUKU:

1. Boripockr o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. @enepanbHas ciryx0a 1o Haa30py B cepe oOpazoBaHus U HayKu - http://obrnadzor.gov.ru
3. [Mopran "I'ymanurtaproe oopazoBanue" - http://www.humanities.edu.ru/

4. ®enepanbublil moptan «Poccuiickoe odpazoBanue» - http:// www.edu.ru/

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUILIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

I[HSI IMPOBCACHUA 3aHATHH TT10 JUCHUITINHE HGOGXOI[I/IMO CJICAYIOIICC MATCPUATIBHO-TCXHUICCKOC
obOecrieucHue: yLICGHLIC AyAUTOPHU IUIsL NPOBCACHUA 3aHATHI JICKIIMOHHOI'O 1 CCMHWHAPCKOI'0O THUIIA,
IpYNIIOBBIX U UHAWUBUAYAJIBHBIX KOHCYHLTaHHﬁ, TCKYLICTO KOHTPOJIA U HpOMGXCYTOqHOﬁ arrecranuu,
IIOMCIICHUSA 1A CaMOCTOSITEIIHLHOM pa6OTLI.

VY4eOHble ayTUTOPUN U MTOMEIICHHUS JJIS1 CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATHM3UPOBAHHOM
MeOeNIbI0 U TEXHUUECKUMU CPEeICTBAMU OOYUEHUs, CIYKAIUMHU IS IPEACTaBICHUs yueOHOW HHPOpMAITUH
OO0JIBIION ayTUTOPHH.

[TomereHus 4711 CaMOCTOSTENHHOM pabOThl YKOMIUICKTOBAHBI KOMITBIOTEPHON TEXHUKOM C BO3MOYKHOCTBIO
noKiroueHus K cetd "MHTepHeT" u o0ecreueHreM J0CTyma B AJICKTPOHHYIO
H(OPMAITMOHHO-00pa30BaTEeNIbHYIO Cpey YHUBEPCUTETA.

JUnist mpoBeIeHNS 3aHATHH JIEKIIMOHHOTO THIIA UCIIOIB3YIOTCSl HA0OPHI AEMOHCTPAIIMOHHOTO 000PY/I0BaHHUS,
o0ecreynBarole TEMaTHIECKIE WILTIOCTPAINH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTHBHAS JOCKA).

Jlunien3nonHoe U cBOOOJHO paclpoCTpaHsIeMOe MPOrpaMMHOE 0OecTiedeHHE:
Microsoft Windows 10

Microsoft Office [Ipodeccuonanbusiii moc 2007

Adobe acrobat

LibreOftice

Omnepanmonnas cucrema "Anst O6pazoBanue”

Cisco Packet Tracer

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKN TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOIMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru
5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas oubnanoreka. — URL: http://nlr.ru
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7. [Ipe3unentckas 6ubnuoreka umenu b.H. Enpriuaa. — URL: https://www.prlib.ru
8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3Hanus. — URL:
https://www.monographies.ru
9. Dnexrponnas 6udmuorexka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

yIeKTpOHHAsA HH(pOPMALIMOHHO-00pa3oBaTesibHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumogeiicTBue mnpemnopaBarensi M CTyAE€HTa B Iporecce OOy4YeHHs] OCYIIECTBISETCS MOCPEICTBOM
MYJIBTUMEIUNHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKALMOHHBIX TEXHOJOTHH, UCHOIb3yEeMbIX B
AIIEKTPOHHON MH(POPMAIIMOHHO-00pa30BaTeIbHOM Cpesle YHUBEPCUTETA.



